Objective: Currently, there are few resources for electronic health record (EHR) purchasers and end users to understand the usability processes employed by EHR vendors during product design and development. We developed a framework, based on human factors literature and industry standards, to systematically evaluate the user-centered design processes and usability testing methods used by EHR vendors. Materials and Methods: We reviewed current usability certification requirements and the human factors literature to develop a 15-point framework for evaluating EHR products. The framework is based on 3 dimensions: user-centered design process, summative testing methodology, and summative testing results. Two vendor usability reports were retrieved from the Office of the National Coordinator's Certified Health IT Product List and were evaluated using the framework. Results: One vendor scored low on the framework (5 pts) while the other vendor scored high on the framework (15 pts). The 2 scored vendor reports demonstrate the framework's ability to discriminate between the variabilities in vendor processes and to determine which vendors are meeting best practices. Discussion: The framework provides a method to more easily comprehend EHR vendors' usability processes and serves to highlight where EHR vendors may be falling short in terms of best practices. The framework provides a greater level of transparency for both purchasers and end users of EHRs. Conclusion: The framework highlights the need for clearer certification requirements and suggests that the authorized certification bodies that examine vendor usability reports may need to be provided with clearer guidance.
INTRODUCTION
Background and Significance. With clinicians' widespread use of electronic health records (EHRs), dissatisfaction with EHRs has become more apparent and the usability of this technology has been identified as a major challenge. [1] [2] [3] Many EHRs are not prospectively designed, developed, and implemented to support the cognitive needs of clinicians, resulting in stress, frustration, reduced efficiency, and patient safety hazards. 4, 5 In an effort to promote EHR usability, the Office of the National Coordinator for Health Information Technology (ONC) established safety-enhanced design (SED) certification requirements that require EHR vendors to attest to a usercentered design (UCD) process and conduct a formal (summative) usability test on 8 EHR capabilities in order to certify their products. 6 EHR vendors' SED reports describing their UCD process, testing methodology, and testing results are required to be made public on the ONC's Certified Health IT Product List (CHPL) for all vendors that meet the certification requirements. However, there is tremendous variability in the UCD processes and testing methodologies used by vendors. In a previous study, we examined the usability processes of 11 EHR vendors and found that some vendors do not have any true UCD process in place, while others have sophisticated processes with dedicated usability staff. 7 Analysis of the SED reports from vendors has shown that many vendors do not attest to a UCD process and are not meeting industryaccepted usability testing standards, yet these products are still certified has having met the requirements. 8 Currently, there is the perception of a lack of transparency around the usability processes employed by vendors and the usability of EHR products. One purpose of the ONC making the SED reports publicly available is to allow purchasers and users of EHRs to understand the usability processes that vendors employ. A rigorous UCD process and usability testing methodology are important in developing usable technology. 9, 10 Unfortunately, these reports are complex and difficult to comprehend, with some reports spanning over 100 pages, and with inconsistent presentation of information and a lack of context as to what information is important and how the vendor's process compares to evidence-based standards. For people who are not well trained in the science of usability, the reports do not provide information in an easily digestible format that can inform purchasing decisions, and for those who are versed in usability science, interpreting the reports is time-consuming. This lack of transparency contributes to purchasers selecting EHR products that have suboptimal usability and also hinders competition in the marketplace. While independent usability evaluations of fully developed EHR products would be ideal for market transparency and information on product fit, this type of evaluation is a significant challenge due to a lack of access to EHR systems to conduct end-product usability assessments. The publicly available SED reports, while limited in scope, do present an opportunity to gain insight into vendor usability processes if the information in these reports can be distilled into scientifically supported criteria.
Objective. Our goal was to develop a standardized, evidencebased framework for evaluating the UCD process, summative testing methodologies, and summative testing results of EHR vendors based on their required submissions for ONC certification. By examining the details that EHR vendors are required to report and comparing this information to industry standards and best practices that that have been validated in the human factors and usability literature, the framework will provide an appropriate context in which to determine the rigor of EHR vendors' UCD and testing processes relative to the certification requirements in a standardized format.
The framework, based on certification requirements and supporting human factors data found in the psychology and industrial systems engineering literature, is described in the Methods section, along with the specific scoring process. In the Results section, we describe how the framework is applied to 2 EHR SED reports that were retrieved from the ONC CHPL site.
MATERIALS AND METHODS
We first reviewed the ONC 2014 certification requirements to determine the specific UCD process, summative testing methodology, and summative testing results information that EHR vendors are required to report as part of SED. We then examined the human factors and usability literature to determine the standards for each of the required data elements to be reported by vendors. Based on this information, we formulated a framework for evaluating the vendor UCD and testing process.
Safety-enhanced design certification requirements. The ONC 2014 certification requirements stipulate that vendors must attest to a UCD process by providing a statement of the process, and must conduct a summative usability test on 8 EHR capabilities. 6 The method and results of the summative usability test must be reported using the National Institute for Standards and Technology Customized Common Industry Format Template for Electronic Health Record Usability Testing (NISTIR 7742). 11 Usability-relevant aspects that vendors are required to report are listed in the left column of Table 1 . The information that vendors are required to report was segmented into 3 dimensions (right column of table 1): UCD process, summative testing methodology, and summative testing results. These 3 dimensions were formulated based on the information that the ONC requires EHR vendors to report. We examined the literature on UCD and summative testing to determine the existing guidance and validated standards for each component of each dimension.
Usability process standards and scoring criteria. Based on a review of the usability and human factors literature, we identified the appropriate usability process standards for each component ( Table 2) . We then created scoring criteria for each usability process dimension and subcomponent. Five points were assigned to each dimension, for a total possible score of 15 points for each vendor report. Within each dimension certain factors were weighted depending on the importance of the factor (rationale for the weighting is described below).
For the UCD process dimension, the ONC certification requirement is that vendors provide a statement of their process. If vendors provided this statement, 5 points were assigned for this dimension; if not, no points were assigned.
For the summative testing methodology dimension, there were 4 subcomponents, and points were assigned as follows:
Total number of participants: Usability researchers have found that using 15 participants in summative usability testing leads to the discovery of 90% of usability design challenges. 12 Given the Specify areas for improvement safety-critical functions that are being tested as part of the ONC's requirements, it is important to have a sample size that will achieve the 90% threshold. A maximum of 1 point was assigned if 15 or more participants were used, on average, across all the capabilities tested by the EHR vendor. Ten participants captured 80% of design challenges, thus half a point was assigned if 10-14 participants were used. If fewer than 10 participants were used or no information was reported, then zero points were assigned. Expertise of participants: The participants used in summative testing should represent the end users of the system being tested. 10, 13, 14 Our focus was EHR capabilities that are used by clinicians. Consequently, participants in vendor summative tests should have a clinical background, which we operationally defined as any role that involves contact with patients, such as physician, nurse, technician, or medical assistant. Using participants with the appropriate background is a critical aspect of usability testing, and we reflected this in the scoring process by weighting this factor. If all the participants in the clinical capabilities that were tested had a clinical background, 2 points were assigned. If at least 1 participant had a clinical background, half a point was assigned, and no clinical participants or failure to report resulted in zero points. Use cases: Summative usability testing should include tasks and use cases that are representative of real-world uses of the system being tested and that test relevant aspects of the system. 10, 13 If vendors used detailed use cases that were clinically appropriate, 1 point was assigned. If vague use cases were provided, half a point was assigned, and if no use case information was provided, zero points were assigned. Appropriate metrics: Effectiveness, efficiency, and satisfaction during summative usability testing are important outcomes variables that are critical to understanding the usability of a product. 15 Effectiveness is traditionally measured by examining task success as the number of correctly completed tasks divided by the number of attempted tasks. 11, 15 Efficiency metrics examine the time to complete a task. 14 Satisfaction metrics include either the system usability scale or the Software Usability Measurement Inventory. 14 The appropriate use of these metrics is explicitly stated in the NISTIR 7742 template that vendors are required to use to report their results. 11 If vendors appropriately measured effectiveness, efficiency, and satisfaction, 1 point was assigned, and if any measures were not appropriately used, zero points were assigned. For the summative results dimension, there were 2 subcomponents and points were assigned as follows:
Measure of effectiveness: Following a UCD process and using first-time users in a summative usability test, effectiveness ratings are expected to be 80%. 16 If vendors reported an average effectiveness value across all tested use cases for the capabilities tested of 80%, 3 points were assigned, and if the effectiveness rating was <80%, zero points were assigned. This subcomponent was weighted because it reflects the application of a UCD process throughout design and development. Identified areas for improvement: Recognizing system deficiencies and identifying areas for improvement in the software undergoing testing is a major outcome of the testing process and is important for advancing usability. 10, 15 If there was a substantive discussion of areas for improvement in the vendor report, 2 points were assigned. If areas for improvement were minimally addressed, half a point was assigned, and no discussion of areas for improvement resulted in zero points.
Measures of efficiency and satisfaction were not included in the scoring process because there are no clear guidelines or standards on expected efficiency or satisfaction outcomes following summative testing that could be applied to the EHR vendor reports.
RESULTS
We demonstrate use of the scoring process for 2 EHR SED vendor reports that were retrieved from the ONC's CHPL website, which is the official list of EHR products for meaningful use. Each report was first examined by a human factors scientist (PhD), a clinician (MD) trained in informatics, and a research assistant (BS). The human factors scientist extracted information from the reports and assigned points based on the criteria described in the methods section for all dimensions and subcomponents, excluding the description of the use cases. The research assistant also reviewed each report to confirm the scoring that was assigned by the human factors scientist. The use cases were extracted from the reports by the research assistant and provided to the clinician, who was blinded to the vendor names. The clinician was given the scoring criteria and asked to evaluate the use cases and assign scores based on the rigor of the use case.
To examine the consistency of applying the framework, 2 additional committees, each composed of a clinician (MD) and a human factors expert (MS), were provided with a description of the framework and applied the framework to the 2 vendor reports. The clinician scored the use cases and the human factors expert coded the other components. The committees scored the reports independently and were blinded to the initial scoring. The extracted information and scores from the committees were compared to the original scores from the first review to assess the consistency of application. Application of the framework across the 3 committees was completely identical in terms of information extracted and points assigned.
UCD process dimension. Vendor 1 reported following the NIS-TIR 7741 UCD process, while vendor 2 did not state a UCD process in its report. Vendor 1 was assigned 5 points and vendor 2 was assigned zero points.
Summative usability testing methodology dimension. The testing methodology in each report was examined to extract the subcomponents of this dimension and assign the scores.
Number of participants. Across the capabilities tested and the specific tasks, vendor 1 averaged 18.2 participants and was assigned 1 point, while vendor 2 averaged 4 participants and was assigned zero points.
Clinical background of participants. All the participants used by vendor 1 had a clinical background, and the vendor was assigned 2 points. Fifty percent of vendor 2's participants had a clinical background, and the vendor was assigned half a point.
Use case rigor. The use cases used by vendor 1 were rated as rigorous, and the vendor was assigned 1 point, while vendor 2 did not describe use cases, resulting in no points assigned.
Appropriate metrics. Both vendors measured efficiency, effectiveness, and satisfaction appropriately, resulting in 1 point being assigned.
Summative usability testing results dimension. The summative testing results were examined for the average effectiveness across all tasks tested and for discussion of areas of improvement.
Effectiveness. Vendor 1's average effectiveness was 84.8 and vendor 2's effectiveness was 82.1, both above the 80% threshold, resulting in the assignment of 3 points.
Areas for improvement. Vendor 1 provided a detailed list of areas of improvement that were discovered through the usability testing, for an assignment of 2 points. Vendor 2 provided little detail, resulting in scant identification of areas of improvement and half a point being assigned.
Out of 15 possible points, vendor 1 was assigned 15 points and vendor 2 was assigned 5 points. Table 3 provides a summary of the points that were assigned to each vendor and the data from the framework for each dimension and subcomponent. The table also shows the information extracted from each of the 3 committees to demonstrate the consistency of applying the framework.
DISCUSSION
The framework we have developed utilizes existing vendor SED reports, as required for certification by the ONC, to systematically examine vendor UCD and summative testing processes. By identifying the SED certification requirements and aligning them with standards that are recognized in the human factors literature, the framework provides a method to quickly understand and compare vendor usability processes based on publicly available CHPL reports.
The EHR UCD framework provides a method for purchasers and end users to better understand the usability processes of EHR vendors and can serve as a method to highlight where EHR vendors are falling short. The consistency in application by the 3 committees demonstrates clarity of the framework and ease of application. Looking at the 2 vendors that were coded and described in the results section, it is clear that there are still vendors that are not utilizing a rigorous UCD process when compared to industry best practices. We have applied this framework more broadly to 20 EHR vendor products.
One of the limitations of the framework is that it is based on the reported UCD process, summative testing methodology, and summative testing results as provided in the SED certification reports that are self-reported by each vendor. The scores reflect the UCD and testing processes based on these reports and do not reflect the usability of the actual vendor EHR product. In addition, the information we have about the UCD process, testing methodology, and testing results is limited by what is required by the certification requirements and available in the SED report from the CHPL website provided by the ONC. While we had 3 committees apply the framework to 2 vendor reports and this resulted in completely identical information and point assignments, this was a limited application; for statistical validity, a broader application will be required.
Conclusion. There are several implications that follow from the framework and resulting EHR vendor scores. The demonstrated variability in scores suggests that the certification requirements from the ONC may need to explicitly state particular requirements, such as the number of participants, the demographics of participants, and how to measure effectiveness. The ONC has proposed expansion of the SED requirements to include a minimum of 10 participants; however, the other criteria are not explicitly stated. In addition, the ONC's authorized certification bodies may need to have explicit guidelines on what constitutes a sufficient UCD process and rigorous summative usability testing. This framework can be used by the ONC to further improve the certification program and serve as a method to track improvements in EHR vendor products.
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